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LAWS OF MALAYSIA

Act 864

DATA SHARING ACT 2025

An Act to provide for the sharing of data within the control of
a public sector agency with other public sector agency, establishment
of the National Data Sharing Committee, functions and powers
of the Director General of the National Digital Department
in relation to data sharing and other related matters.

ENACTED by the Parliament of Malaysia as follows:

Part 1

PRELIMINARY
Short title and commencement
1. (1) This Act may be cited as the Data Sharing Act 2025.
(2) This Act comes into operation on a date to be appointed
by the Minister by notification in the Gazette.
This Act binds Federal Government

2. This Act shall bind the Federal Government.
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Interpretation
3. In this Act, unless the context otherwise requires —
“public sector agency” means—

(a) the agency in charge of the public services referred to
in Clause (1) of Article 132 of the Federal Constitution,
except the services referred to in paragraphs (f) and (g);
and

(b) any statutory authority exercising powers vested in it
by a federal law;

“data” means any facts, statistics, instructions, concepts or other
information in a form that is capable of being communicated,
analyzed or processed, whether by an individual or a computer
or other means;

“document” has the same meaning assigned to it under
the Evidence Act 1950 [Act 56];

“data integration” means the process of combination of data;

“Committee” means the National Data Sharing Committee
established under section 5;

“data analytics work” means the examination and analysis of
data for the purpose of drawing conclusions as a result of that
examination and analysis;

“Director General” means the Director General of the National
Digital Department;

“Minister” means the Minister charged with the responsibility
for digital related matters;

“data provider” means the public sector agency that shares data
to a data recipient under Part IV;

“data recipient” means the public sector agency to which data
is shared under Part IV.
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Pillars of data sharing

4. (1) This Act shall be read together with the provisions of other
written laws which allow for data sharing to be made, subject
to the conditions provided under such laws, and the provisions
of this Act shall be in addition to, and not in derogation of,
the provisions of the relevant written laws.

(2) Any person who shares data under this Act is deemed
to have made such disclosure pursuant to the provisions specified
in column (3) under the laws specified in column (2) of
the Schedule.

(3) Any data of the public sector agency shall be dealt with
in accordance with the Official Secrets Act 1972 [Act 88] and
any directives relating to the security of official document issued
by the Government.

Part 11
NATIONAL DATA SHARING COMMITTEE

Establishment of Committee

5. (1) A committee by the name of “National Data Sharing
Committee” is established and shall be responsible to the Cabinet.

(2) The Committee shall consist of the following members:

(a) the Secretary General of the ministry charged with the
responsibility for digital, who shall be the Chairman;

(b) a representative from each of the ministries;
(c) a representative of the Prime Minister’s Department;
(d) the Chief Government Security Officer;

(e) arepresentative of the National Cyber Security Agency;
and

(f) arepresentative of the Personal Data Protection Department.
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(3) Members of the Committee referred to in paragraphs (2)(b)
to (f) shall be appointed by the Minister and the Minister may,
in respect of each of the member, appoint an alternate member
to attend meetings of the Committee when the member is for any
reason unable to attend.

(4) The Chairman shall appoint from among the members of
the Committee a Deputy Chairman.

(5) The Director General shall be the secretary to the Committee.

Functions of Committee
6. (1) The Committee shall have the following functions:

(a) to formulate policies and strategies relating to data sharing
under this Act;

(b) to oversee the effective implementation of this Act;
(c) to take or recommend appropriate steps or administrative
actions to resolve the difficulties or administrative issues

which arise during the implementation of the Act;

(d) to formulate policies relating to database for the purposes
of data sharing under this Act; and

(e) to do such other things arising out of or consequential to
the functions of the Committee under this Act consistent

with the purposes of this Act.

(2) The policies dan strategies referred to in subsection (1)
may include —

(a) the procedures to preserve the privacy and confidentiality
of data;

(b) the safeguards relating to data handling and storage;
(c) the method for data sharing under this Act; and

(d) the risk assessment frameworks for data handling and
storage.
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(3) The Committee shall have all such powers as may be

necessary for, or in connection with, or reasonably incidental to,
the performance of its functions under this Act.

Temporary exercise of functions of Chairman

7. (1) The Deputy Chairman shall act as the Chairman for the
period when—

(a) the office of the Chairman is vacant; or

(b) the Chairman is, for any reason, unable to carry out
his functions.

(2) The Deputy Chairman shall, during the period in which he
carries out the functions of the Chairman under this section,
be deemed to be the Chairman.

Meetings of Committee

8. (1) The Committee shall convene its meeting as the Chairman
may determine and the meeting shall be held at the time, place
and in the manner as the Chairman may determine.

(2) The Chairman shall preside at all meetings of the Committee.

(3) Where the Chairman is absent from any meeting of
the Committee, he may direct the Deputy Chairman to replace

him as the chairman of the meeting.

(4) Fifteen members, including the Chairman, shall form
the quorum of the meeting of the Committee.

(5) The Committee may determine its own procedure.

Committee may invite others to attend meetings

9. The Committee may invite any person to attend meetings
of the Committee to advise the Committee on any matter under
discussion.
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Committee may establish subcommittees
10. (1) The Committee may establish any subcommittee as
the Committee considers necessary or expedient to assist

the Committee in the performance of its functions.

(2) The Committee may appoint any person to be a member
of any subcommittee established under subsection (1).

(3) The Committee may appoint any of its members to be
the chairman of the subcommittee established under subsection (1).

(4) The subcommittee shall be subject to and act in accordance
with any direction given by the Committee.

(5) The subcommittee shall meet at the time, place and
in the manner as the chairman of the subcommittee may determine.

(6) The subcommittee may invite any person to attend meetings
of the subcommittee to advise the subcommittee on any matter

under discussion.

(7) The subcommittee may determine its own procedure.

Parr III
DUTIES AND POWERS OF DIRECTOR GENERAL
Duties and powers of Director General

11. (1) The Director General shall have the following duties
and powers:

(a) to implement the policies and strategies relating to data
sharing formulated by the Committee;

(b) to coordinate and facilitate data sharing under this Act;

(c) to advise and make recommendations to the Committee
on matters relating to data sharing under this Act;
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(d) to require any person to submit any relevant information
or document for the purpose of performing his duties
and powers under this Act;

(e) to issue circulars or guidelines for the purposes of
this Act; and

(f) to carry out any other duties as directed by the Committee.
(2) The Director General shall have all such powers as may be
necessary for, or in connection with, or reasonably incidental to,
the carrying out of his duties and powers under this Act.
PaArT IV
DATA SHARING
Request for data sharing
12. (1) Any public sector agency may, in such manner as
the Director General may determine, request to another public
sector agency for the sharing of data under the control of such
other public sector agency.
(2) The request referred to in subsection (1) shall specify —
(a) the data requested;

(b) the purpose for which the data is requested;

(c) the public service agencies intended to be the data recipient
and the data provider; and

(d) the manner of handling the data requested.
(3) For the purposes of subsection (1), a public sector agency

is taken to have control of data if the data is within the possession
or custody of the public sector agency.
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Purpose for which data may be shared

13. A request for sharing of data may be made and granted for
the following purposes:

(a) to enhance the efficiency or effectiveness of policies,
programme management or service planning and delivery
by the public sector agencies;

(b) to reduce or prevent threat to the life, health or safety
of a person, or threat to public health or safety;

(c) to respond to a public emergency;
(d) in the public interest; or

(e) such other purposes as the Committee may determine.

Evaluation and response by public sector agency receiving
request for data sharing

14. (1) The public sector agency to whom a request is made for
data sharing under section 13 shall, after receiving the request,
make the following evaluation:

(a) whether the purpose for which the data is requested
warrants the sharing of the data;

(b) whether the sharing of the data is against the public
interest; and

(c) whether the public sector agency requesting the data has
appropriate security and technical safeguards in place
to ensure that the shared data is not subject to unauthorized
access Or use.

(2) After making the evaluation under subsection (1), the public
sector agency to whom the request for data sharing is made
shall, within fourteen days from the date of receiving the request
respond as to whether the data requested may be provided,
with or without conditions, or is refused under section 15.
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(3) Where the response referred to in subsection (2) is not possible
to be provided within the period specified, the public
sector agency to whom the request for data sharing is made shall
inform the public sector agency making the request—

(a) the reason as to why the response cannot be provided
within the period specified; and

(b) the period within which such response will be provided.

(4) The response and information referred to in this section
shall be provided in such manner as the Director General
may determine.

Refusal to share data requested

15. The public sector agency to whom a request for sharing of
data is made under section 12 may refuse to share some or
all of the data requested based on the following reasons:

(a) the data requested could reasonably be expected
to disclose, or enable a person to ascertain, the identity
of a confidential source of information relating to
the enforcement or administration of law;

(b) the data requested could reasonably be expected
to disclose the existence or identity of a person included
in a witness protection programme;

(c) the data requested could reasonably be expected to disclose
investigative measures or procedures, including intelligence
gathering methodologies, investigative techniques or
technologies, covert practices or information sharing
arrangements between law enforcement agencies;

(d) the sharing of the data requested will constitute a breach
of one or more of the following:

(i) the solicitor-client privilege or legal professional
privilege;

(i) an agreement or a contract;
(iii) an equitable obligation of confidence; or

(iv) an order of a court or tribunal;
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(e) the data requested involves one or more of the following:
(i) national security or defence;

(i1) the investigation of a breach, or possible breach,
of any written law;

(i11) an inquest or inquiry into death; or
(iv) a proceeding before a court or tribunal;

(f) the public sector agency believes on reasonable grounds
that the sharing of the data requested would be likely
to endanger the health, safety or welfare of one or more
individuals;

(g) the data requested is inconsistent with the purpose specified
under section 13 and does not warrant the data to be
shared;

(h) the public sector agency requesting the data does not
possess appropriate security and technical safeguards
to ensure that the data to be shared is not subject to
unauthorized access or use; or

(i) any other reason as the Committee may determine.

Duty relating to data sharing
16. A data provider and data recipient shall—

(a) ensure that the shared data is managed and maintained
in compliance with any legal requirements concerning
its custody and control that are applicable to such data;

(b) take necessary measures to ensure the security and privacy
of the data including—

(i) the protection of data from any loss, misuse,
unauthorized or accidental modification, access
or disclosure, alteration or destruction; and
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(i1) the preservation of rights of individuals relating to
personal data protection;

(c) keep record of all particulars relating to the shared data;

(d) report any unauthorized sharing of data to the Director
General; and

(e) comply with such other requirements as the Committee
may determine.

Duty of third party to protect shared data

17. (1) Where a data recipient arranges for any third party
to conduct any data migration, data integration or data analytics
work using the shared data under this Act, the data recipient shall
ensure that the consent of the data provider is obtained before
the data is handled by such third party.

(2) The third party referred to in subsection (1) shall handle
the data in compliance with this Act and the requirements relating to
the security of the data applicable in respect of the shared data.

(3) Any third party who contravenes subsection (2) commits
an offence and shall, upon conviction, be liable to a fine
not exceeding one million ringgit or imprisonment for a term
not exceeding five years or to both.

Restriction on further use and disclosure of shared data

18. (1) Any officer or servant of a data recipient shall not use or
disclose the shared data under this Act other than for the purpose
for which the data is shared.

(2) Any officer or servant of a data recipient who contravenes
subsection (1) commits an offence and shall, upon conviction,
be liable to a fine not exceeding one million ringgit or
to imprisonment for a term not exceeding five years or to both.
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Imposition of fees under other written law

19. The sharing of data under this Act may, where applicable,
be subject to the payment of fees as may be imposed by the data
provider under any other written law.

Sharing of open data

20. For the purpose of sharing of open data, any open data
that is available freely by any public sector agency may be
accessible and shared regardless whether a request is made under
section 12 or not.

Duty to report particulars relating to data sharing

21. (1) A public sector agency shall provide a report in writing
to the Director General on the following matters:

(a) the particulars of requests for data sharing made by
the public sector agency;

(b) the response given relating to the request for data sharing;

(c) where the data requested is refused, the reason for such
refusal; and

(d) any other information within the control of the public
sector agency as the Director General may require.

(2) The report referred to in subsection (1) shall be furnished
from time to time as the Director General may require.
ParT V
GENERAL
Powers of enforcement, inspection and investigation
22. For the purposes of this Act, a police officer not below

the rank of sergeant shall have all the powers of a police officer
of whatever rank as provided for in the Criminal Procedure
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Code [Act 593] relating to enforcement, inspection and investigation
of any offence under this Act.

Obligation of secrecy

23. (1) Except for any of the purposes of this Act or
for the purposes of any civil or criminal proceedings under any
written law, any officer or servant of a public sector agency,
whether during or after his tenure of office or employment, shall
not disclose any information obtained by him in the course of
his duties.

(2) Any person who contravenes subsection (1) commits
an offence and shall, upon conviction, be liable to a fine not
exceeding one million ringgit or to imprisonment for a term not
exceeding five years or to both.

Protection against suit and legal proceedings

24. No action, suit, prosecution or other proceedings shall
be brought, instituted or maintained in any court against
the Minister, any member of the Committee, the Director General or
any officer or servant of a public sector agency on account of
or in respect of any act, neglect or default done or omitted by
him in the course of carrying out his duties under this Act unless
it can be proven that the act, neglect or default was done or
omitted in bad faith and without reasonable cause.

Prosecution

25. No prosecution for an offence under this Act shall be instituted
except by or with the written consent of the Public Prosecutor.
Liability of director, etc., of statutory body

26. Where any person who commits an offence under this Act
is a statutory body, a person who at the time of the commission

of the offence was a director, compliance officer, manager,
secretary or other similar officer of the statutory body or
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was purporting to act in the capacity or was in any manner or
to any extent responsible for the management of any of the affairs of
the statutory body or was assisting in its management—

(a) may be charged severally or jointly in the same proceedings
with the statutory body; and

(b) if the statutory body is found guilty of the offence,
shall be deemed to be guilty of the offence and shall be liable
to the same punishment or penalty as an individual
unless, having regard to the nature of his functions
in that capacity and to all circumstances, he proves—

(i) that the offence was committed without
his knowledge; or

(i) that the offence was committed without
his consent or connivance and that he had taken
all reasonable precautions and exercised
due diligence to prevent the commission of the
offence.

Power to exempt

27. The Minister may, by order published in the Gazette,
subject to such conditions or restrictions as he may consider
necessary or expedient to impose, exempt any person or class of
persons from any or all of the provisions of this Act.

Power to give directions

28. The Minister may give directions to the Director General
consistent with the provisions of this Act and the Director General
shall give effect to those directions.

Power to amend Schedule

29. The Minister may, after consultation with the Minister

in charge with the responsibility for the relevant written laws,
by order published in the Gazette, amend the Schedule.
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